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ABSTRACT
Currently Fokker Space B.V. is developing the European Robotic Arm (ERA)
under contract of the European Space Angency (ESA). ERA's main mission is
the assembly and servicing of the Russian Segment of the International
Space Station Alpha. The purpose of this paper is to describe how the
safety requirements, given the specific possibilities and limitations of
a space robotic system, has resulted in the design of the Failure
Detection, Isolation and Recovery (FDIR) system of ERA. One example is
used throughout the paper to illustrate the concept.
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Figure 1 (The ERA manipulator) 
The purpose of this paper is to describe how the safety requirements, given the specific possibilities and 
limitations of a space robotic system, has resulted in the design of the Failure Detection, Isolation and 
Recovery (FDIR) system of ERA. 
The outline of the paper is as follows. Firstly the general design approach is stated, and then the elements of 
the FDIR system are described in more detail. One example is used throughout the paper, and the example is 
marked by a border surrounding it. 
DESIGN APPROACH 
The space environment imposes stringent requirements for the design of ERA with respect to safety (2 fail- 
safe, fail-operational), robustness (use proGen technology), and flexibility (override autonomous fbnctions). 
ERA is required to retain all of its fimctions after a single failure (one fail-operational), and to remain safe 
after two failures. For every critical hardware or software failure, there are at least two automatic, 
independent detection mechanism that would stop the arm. 
A failure can easily lead to a threat to human life. Without safety precautions, the arm may hit a cosmonaut 
during Extra Vehicular Activities (EVA), or the failure may cause such damage that the cosmonauts life is 
indirectly in danger. The stringent safety requirements lead to the design principle to safe the ERA after each 
detected failure, without autonomous verification of the justifiability of the alarm. False alarms also lead to 
safing. This is a valid approach, because ERA is not an autonomous system, so operation can easily be 
resumed. In addition, protecting human life is more important than operational interrupts. (Of course the false 
alarm rate must be kept as low as possible.) 
A second design principle is a distributed detection and safing responsibility, shared between the ERA Control 
Computer (ECC) and the ERA Sub-Systems (S/S). If the S/S detects a failure, the S/S performs local safing 
(de-activates itself), and the failure is reported to the ECC. The latter takes care of the system level safing. 
Another design principle to keep the design simple (increased robustness) is that the responsibility for 
diagnosis and recovery lies with the space/ground operators. Apart from robustness issues, the space 
environment puts severe limitations on the computing power, which puts clear constraints on the allowed 
complexity and frequencies of the FDIR system. 
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IDLOXUH DQG DQ LQGLFDWLRQ RI WKH FKHFN ZKLFK GHWHFWHG WKH IDLOXUH
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ZKLOH WKH RSHUDWRU LV LQ D VSDFH VXLW ZLWKRXW WKH FDSDELOLW\ WR FRQVWDQWO\ ORRN DW WKH VFUHHQ RI WKH 00,
7KXV ERWK YLVXDO DQG DXGLEOH VLJQDOV PXVW EH JLYHQ $OVR D IDLOXUH GHWHFWLRQ UHSRUW PXVW UHPDLQ
YLVLEOHDXGLEOH XQWLO WKH SUREOHP KDV EHHQ VROYHG RU WKH RSHUDWRU KDV GLVDEOHG WKH FKHFNV
• &RPSOHWH LQIRUPDWLRQ RQ WKH UHDVRQ IRU WULJJHULQJ RI WKH FKHFN LQFOXGLQJ WKH LQSXW GDWD ZKLFK OHDG WR WKH
WULJJHULQJ PXVW EH UHWDLQHG WLPHWDJJHG LQVLGH WKH FRQWURO FRPSXWHU IRU GRZQORDGLQJ DQG DQDO\VLV E\ WKH
&RQWURO &HQWHU ,Q (5$ WKLV KDV EHHQ LPSOHPHQWHG E\ VWRULQJ DOO HYHQWV DQG HYHQW UHODWHG GDWD LQ D
GHGLFDWHG FLUFXODU EXIIHU ZKLFK FDQ FRQWDLQ DW OHDVW  HYHQWV 7KLV EXIIHU FDQ EH UHDG E\ PHDQV RI D
GHGLFDWHG PHPRU\ GXPS RI WKH &RQWURO &RPSXWHU
$V LQ PDQ\ RWKHU QRQVSDFH )',5 V\VWHPV WKH (5$ GHVLJQ GLVWLQJXLVKHV EHWZHHQ WZR OHYHOV RI VHYHULW\ RI D
GHWHFWHG DQRPDO\ $ &DXWLRQ FRQGLWLRQ LV XVHG IRU VHYHUDO SXUSRVHV 7KH ILUVW LV DV D ZDUQLQJ WR WKH 2SHUDWRU
RI WKH GHWHFWLRQ RI DQ DQRPDO\ ZKLFK PD\ RU PD\ QRW EH DQ LQGLFDWLRQ RI DQ LPSHQGLQJ IDLOXUH $Q H[DPSOH LV
D VLQJOH FRPPXQLFDWLRQ IDLOXUH DXWRQRPRXVO\ FRUUHFWHG E\ D VXFFHVVIXO UHWU\ 7KH VHFRQG XVDJH LV WKH
ZDUQLQJ RI WKH RSHUDWRU RI DQ LPPLQHQW QRPLQDO FRQGLWLRQ ZKLFK PD\ EH KDUPIXO WR WKH RSHUDWRU LI QRW
UHDOL]HG OLNH DQ LPPLQHQW ODVHU VZLWFKRQ 7KH 2SHUDWRU KDV WKH IUHHGRP WR FRQWLQXH LQ WKH VSLWH RI WKH
PHVVDJH RU WR VWRS DQG LQYHVWLJDWH
7KH 'DQJHU FRQGLWLRQ VLJQDOV D IDLOXUH ZKLFK FRXOG HQGDQJHU WKH V\VWHP LI QR DFWLRQ LV WDNHQ LPPHGLDWHO\
([DPSOHV RI WKLV DUH WRWDO FRPPXQLFDWLRQV IDLOXUHV RU LPPLQHQW FROOLVLRQV
7KH ILUVW WZR EXOOHWV DOUHDG\ LQGLFDWH WKDW DQ RSHUDWRU FDQ EH LQIRUPHG RI WKH SUHVHQFH RI RQH H[FHSWLRQ DW D
WLPH WKH ODVW PRVW FULWLFDO RQH ,W LV WKHUHIRUH QHFHVVDU\ WR HQIRUFH D QXPEHU RI UXOHV RQ UHDOWLPH HYHQW
UHSRUWLQJ ZKLFK DOORZV WKH RSHUDWRU WR EH LQIRUPHG RI WKH PRVW FULWLFDO RFFXUUHQFHV 7ZR RI WKHVH UXOHV DUH
• 'DQJHU HYHQWV KDYH D KLJKHU SULRULW\ WKDQ &DXWLRQ HYHQWV
7KLV PHDQV WKDW ZKLOH D ³GDQJHU´ FRQGLWLRQ LV VWLOO LQ IRUFH WKH UHSRUWHG HYHQW UHPDLQV WKH ODVW RFFXUUHG
'DQJHU HYHQW HYHQ WKRXJK D &DXWLRQ HYHQW PD\ KDYH RFFXUUHG DIWHU WKH 'DQJHU HYHQW
• FRPPXQLFDWLRQ IDLOXUHV GDQJHU KDYH SULRULW\ RYHU DOO RWKHU HYHQWV
,I WKH FRPPXQLFDWLRQ LV QRW UHOLDEOH WKH RSHUDWRU PXVW NQRZ WKLV EHFDXVH LW PD\ EH WKH FDXVH IRU WKH
RFFXUUHQFH RI D ORW RI RWKHU FDXWLRQGDQJHU HYHQWV
,Q WKH H[DPSOH DERYH LQ WKH FDVH WKH (&& GHWHFWV WKH IDLOXUH WKH 3DWK 'HYLDWLRQ &KHFN KDV D &DXWLRQ OLPLW RI ;;;
PP DQG D 'DQJHU /LPLW RI <<< PP 7KH YDOXHV ;;; DQG <<< GHSHQG RQ WKH DFWXDO FRQWURO PRGH ,I WKH &DXWLRQ
OLPLW LV H[FHHGHG WKH 2SHUDWRU LV PHUHO\ ZDUQHG E\ PHDQV RI D &DXWLRQ PHVVDJH ³3DWK 'HYLDWLRQ &KHFN RXW RI UDQJH
>&DXWLRQ@´ ,I WKH 2SHUDWRU FRQWLQXHV DQG 'DQJHU OLPLW LV H[FHHGHG D 'DQJHU PHVVDJH ³3DWK 'HYLDWLRQ &KHFN RXW RI
UDQJH >'DQJHU@´ LV GLVSOD\HG RQ WKH 00, DQG WKH (&& WDNHV DXWRQRPRXV DFWLRQ &DXWLRQ DQG 'DQJHU HYHQWV KDYH
GLIIHUHQW FRORUV RQ WKH 00, GLVSOD\ DQGRU DUH DFFRPSDQLHG E\ D IODVKLQJ VLJQDO
',$*126,6 $1' 5(&29(5<
'LDJQRVLV DQG UHFRYHU\ DUH FRXSOHG EHFDXVH GLDJQRVLV QHHGV WR EH GRQH WR WKDW OHYHO WKDW WKH DSSURSULDWH
UHFRYHU\ DFWLRQ FDQ EH VHOHFWHG
7KH (5$ GHVLJQ LV EDVHG RQ WKH SUHPLVHV WKDW WKH RQO\ SDUW\ FDSDEOH RI SURSHUO\ GLDJQRVLQJ D IDLOXUH DQG
GHILQLQJ D UHFRYHU\ DFWLRQ LV WKH 0LVVLRQ &RQWURO &HQWHU 7KH 2SHUDWRU LQ VSDFH FDQ E\ PHDQV RI PDQXDO
RYHUULGHV WHPSRUDULO\ LPSOHPHQW D ZRUNDURXQG VROXWLRQ WR FRPSOHWH D FULWLFDO RSHUDWLRQ HJ XVH D EDFNXS
00, LI WKH PDLQ 00, IDLOV EXW HYHQ WKHUH KH LV VHYHUHO\ OLPLWHG
%HFDXVH QRW DOO FRQWLQJHQFLHV FDQ QDWXUDOO\ EH IRUHVHHQ WKH EXON RI VWDQGDUG WHOHPHWU\ GDWD FRQVLVWV RI UDZ
GDWD IURP VXEV\VWHPV ZKLFK DUH QRW XVHG GXULQJ QRPLQDO RSHUDWLRQV EXW DOORZ SHUIRUPDQFH DQDO\VLV RQ
JURXQG LQ WKH HYHQW RI D IDLOXUH ,W DOVR DOORZV WUHQG DQDO\VLV WR GHWHFW GHJUDGDWLRQ EHIRUH LW EHFRPHV
GDQJHURXV 7KLV LQIRUPDWLRQ WRJHWKHU ZLWK WKH HYHQWV JHQHUDWHG DW WKH GHWHFWLRQ RI DQ HUURU KDV LQ SDVW VSDFH
SURMHFWV EHHQ VKRZQ WR EH VXIILFLHQW IRU GLDJQRVLV RI DOO EXW WKH PRVW VXEWOH IDLOXUHV >%HHUWKXL]HQ 2RUW
@
5HFRYHU\ LQ (5$ LV DJDLQ OLPLWHG 7KHUH DUH RQO\ ILYH SRVVLEOH VFHQDULRV
• ,JQRUH WKH HUURU DQG GLVDEOH WKH DVVRFLDWHG FKHFNV RU ZDLW XQWLO WKH FRQGLWLRQV EHFRPH QRPLQDO E\
WKHPVHOYHV HJ RYHUWHPSHUDWXUH
• &KDQJH WKH 6: LQ WKH &RQWURO FRPSXWHU RU VXEV\VWHP HJ GHJUDGHG PRWRU WRUTXH
• 5HVRUW WR WKH UHGXQGDQW GDWDEXV IRU D SDUWLFXODU 66
• 5HVRUW WR WKH UHGXQGDQW SRZHUEXV WR ZKLFK WKH UHGXQGDQW XQLW RI DOO (5$ VXEV\VWHPV DUH FRQQHFWHG
• 5HSODFH WKH IDLOLQJ VXEV\VWHP E\ D VSDUH DYDLODEOH LQ WKH VWDWLRQ HJ D QHZ :ULVW DVVHPEO\
7KH (5$ )OLJKW 2SHUDWLRQV 0DQXDO ZLOO FRQWDLQ WKH SURFHGXUHV WR KRPH LQ RQ WKH XQGHUO\LQJ IDLOXUH ZKLFK
WULJJHUHG KHDOWK FKHFNV DQG ZLOO JLYH WKH UHFRPPHQGHG UHFRYHU\ DFWLRQ 7KH JURXQG VHJPHQW LQ WKH HQG LV
UHVSRQVLEOH IRU GHILQLQJ WKH SURFHGXUHV WR LPSOHPHQW WKH SURSRVHG UHFRYHU\ DFWLRQ DQG WR GHILQH WKH DFWLRQV
QHFHVVDU\ WR UHVWDUW RSHUDWLRQV 7KH RSHUDWRUV UROH LQ DOO WKLV LV UHODWLYHO\ SDVVLYH
,Q WKH H[DPSOH DERYH WKH ILUVW DFWLRQ ZRXOG EH WR GXPS WKH (YHQW EXIIHU ,Q WKH FDVH ZKHUH WKH MRLQW KDV QRW UHSRUWHG
DQ HUURU LWVHOI WKH RULJLQ RI WKH IDLOXUH PXVW ILUVW EH GHWHUPLQHG GRZQ WR VXEV\VWHP OHYHO 7KH SRVVLEOH FXOSULWV DUH WKH
(&& DQG WKH MRLQW %\ UHSOD\LQJ WKH FULWLFDO SDUW RI WKH PLVVLRQ RQ JURXQG DQG FRPSDULQJ WKH DFWXDO RXWSXW RI WKH
VHQVRUV LQ WKH (5$ WHOHPHWU\ ZLWK WKH H[SHFWHG RQHV WKH IDLOLQJ VXEV\VWHP FDQ EH LGHQWLILHG ([DPLQDWLRQ RI WKH
VXEV\VWHP )0(&$ GDWDEDVH ZLOO OHDG WR LVRODWLRQ RI WKH HUURU WR WKH YHORFLW\ VHQVRU %\ XVLQJ D GDWDEDVH IRU WKH
)0(&$ LW FDQ EH XVHG IUR WRSGRZQ IDLOXUH LGHQWLILFDWLRQ 7KH UHFRYHU\ LQ WKLV FDVH ZRXOG EH WR UHVRUW WR WKH
UHGXQGDQW SRZHU EXV WR ZKLFK WKH RQOLQH UHGXQGDQW XQLW LV FRQQHFWHG ,I WKH IDLOXUH SURSDJDWHV ZLWKLQ WKH VXE
V\VWHP WKH MRLQW DVVHPEO\ FDQ EH UHSODFHG DV D ZKROH
&21&/86,216 $1' )8785( :25.
7KH )',5 FRQFHSW LV PDLQO\ EDVHG RQ DQDO\VLV WR DVVHVV LWV SHUIRUPDQFH &XUUHQWO\ WKH (5$ GHVLJQ LV LQ D
VWDJH ZKHUH PRGHOV EHFRPH DYDLODEOH ZKLFK DOORZ D PRUH DFFXUDWH ³DVGHVLJQHG´ DVVHVVPHQW RI WKH
SHUIRUPDQFH 'XULQJ WKH GHVLJQ RI WKH (5$ V\VWHP DOVR WKH )',5 FRQFHSW HYROYHV GXH WR FKDQJLQJ 66
GHVLJQ QHZ LQVLJKWV DQG FRPSURPLVHV KDYH WR EH PDGH GXH WR QHZ UHVWULFWLRQV
7KH GHFLVLRQ QRW WR FHQWUDOL]H IDLOXUH GHWHFWLRQ EXW JLYH WKH VXEV\VWHPV WKHPVHOYHV D FHUWDLQ DPRXQW RI
UHVSRQVLELOLW\ IRU GHWHFWLQJ IDLOXUHV KDV WKH LQKHUHQW GDQJHU WKDW FHUWDLQ IDLOXUHV ZLOO KDYH WRR PDQ\ EDUULHUV
DQG VRPH WRR IHZ EHFDXVH HDFK SDUW\ WKLQNV WKH RWKHU KDV LPSOHPHQWHG D SURWHFWLRQ $ VWULFW VKDGRZLQJ E\
WKH 3ULPH &RQWUDFWRU LV HVVHQWLDO WR PLQLPL]H WKHVH GDQJHUV
$Q DGYDQWDJH RI GHFHQWUDOL]HG IDLOXUH GHWHFWLRQ RYHU KDYLQJ ³RQH´ RYHUDOO FKHFN ZKLFK FRYHUV WKH FRPSOHWH
IXQFWLRQDO SDWK IURP RSHUDWRU FRPPDQG WR (5$ UHVSRQVH LV WKDW PRUH GHWDLOHG GLDJQRVLV LV SRVVLEOH
7KH (5$ H[FHSWLRQ KDQGOLQJ GHVLJQ LV VSHFLDO EHFDXVH WKH UROH RI WKH VSDFH ORFDWHG RSHUDWRUV FRVPRQDXWV
KDV EHHQ UHGXFHG VLJQLILFDOO\ 7KH (5$ LWVHOI EULQJV WKH DUP LQWR D VDIH VWDWH DQG WKH JURXQG VHJPHQW
GLDJQRVHV DQG FRUUHFWV WKH HUURU *LYHQ WKH VSHFLDO FRQGLWLRQV LPSRVHG E\ WKH VSDFH HQYLURQPHQW WKLV LV WKH
RQO\ ORJLFDO FKRLFH +RZHYHU LW OLPLWV WKH DXWRQRP\ RI WKH FRVPRQDXW
7KH VDIHW\ UHTXLUHPHQWV FXUUHQWO\ LPSRVHG E\ (6$ DUH LQGHSHQGHQW RQ WKH SUREDELOLW\ RI D IDLOXUH )RU
LQVWDQFH LW LV VWDWHG WKDW ³1R VLQJOH (5$ IDLOXUH VKDOO OHDG WR &DWDVWURSKLF 6HULRXV RU 0DMRU FRQVHTXHQFHV´
>%HQWDOO HW DO @ 7KH FXUUHQW VDIHW\ UHTXLUHPHQWV DFFRXQW RQO\ IRU WKH FRQVHTXHQFHV RI D IDLOXUH
$OWKRXJK D IDLOXUH KDYLQJ 0DMRU FRQVHTXHQFHV FDQ EH YHU\ XQOLNHO\ HLWKHU SUHYHQWLYH RU UHDFWLYH PHDVXUHV
QHHG WR EH WDNHQ ZKLFK FDQ EH YHU\ FRVWO\ 2QH VKRXOG FRQVLGHU D VDIHW\ DSSURDFK EDVHG RQ ULVN DVVHVVPHQW
5LVN LV GHILQHG DV WKH SURGXFW RI WKH SUREDELOLW\ WKDW D IDLOXUH RFFXUV DQG WKH FRQVHTXHQFHV RI WKDW IDLOXUH ,I D
IDLOXUH LV YHU\ XQOLNHO\ ZK\ VSHQW D ORW RI PRQH\ WR FRYHU WKLV IDLOXUH LI LWV FRQVHTXHQFHV DUH QRW ³WRR EDG´ ,Q
IDFW WKH ULVN EDVHG DSSURDFK LV DOUHDG\ LQ IDYRU RI VRPH (6$ GHSDUWPHQWV >3UH\VVO @ ZKHUH LW LV
FODLPHG WKDW ³WKH FODVVLFDO DSSURDFK LV H[SHQVLYH DQG UDWKHU LQHIILFLHQW LQ LPSURYLQJ WKH V\VWHP LQ D EDODQFHG
ZD\ ZLWK UHVSHFW WR VDIHW\ UHOLDELOLW\ SHUIRUPDQFH DQG FRVW $ ULVN EDVHG VDIHW\ DSSURDFK LV QRW SHUIHFW IRU
LQVWDQFH LW ZLOO EH GLIILFXOW WR REWDLQ UHDOLVWLF IDLOXUH SUREDELOLWLHV EXW ZRUWKZKLOH FRQVLGHULQJ IRU KDYLQJ D
VXFFHVVIXO SURMHFW IDVWHU ZLWK OHVV FRVW
$ WRSLF IRU IXWXUH )',5 ZRUN LV ³SUHGLFWLYH PDLQWHQDQFH´ >%UHHPDQ  7XWDU %UHHPDQ @
:KHUHDV WKH )',5 V\VWHP LQ VSDFH IRFXVHV RQ WKH VDIHW\ DVSHFWV RI IDLOXUHV *URXQG QHHGV WR GHWHFW PRUH
VXEWOH GHJUDGDWLRQV ILQG WKH FDXVH RI WKH GHJUDGDWLRQV WR GHWHUPLQH ZKDW PDLQWHQDQFH PD\ VROYH WKH
GHJUDGDWLRQV DQG DVVHVV ZKHQ SHUIRUPDQFH ZLOO GHJUDGH WR VXFK DQ H[WHQW WKDW PDLQWHQDQFH LV QHFHVVDU\ ,Q
WKH SUHVHQW GHVLJQ RI WKH *URXQG V\VWHP WKH RSHUDWRU VXSSRUW IRU SUHGLFWLYH PDLQWHQDQFH ZLOO EH YHU\ OLPLWHG
EXW XSGDWHV DUH HQYLVDJHG >%RXPDQV HW DO @
5()(5(1&(6
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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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´  QRY (67(& (6$ :33
 %UHHPDQ -+  )',5 RQ WKH EDVLV RI REVHUYHU VFKHPHV 1/5 UHSRUW WR DSSHDU
 .DPSHQ 6 HW DO  7KH (XURSHDQ 5RERWLF $UP DQG LWV UROH DV SDUW RI WKH 5XVVLDQ VHJPHQW RI WKH
,QWHUQDWLRQDO 6SDFH 6WDWLRQ $OSKD SDSHU ,$)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 3UH\VVO &  (XURSHDQ 6SDFH $JHQF\ SURJUDP IRU ULVN DVVHVVPHQW 	 PDQDJHPHQW 3URF ,QW &RQI
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